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Contributions & gifts to ARMA are 
not deductible as charitable 

contributions for Federal Income 
Tax purposes 

T he San Diego chapter of 
ARMA International is 
pleased to announce our 
February 2002 workshop 

“Records Management 101 and Be-
yond”. A full day of workshops on the 
essentials of sound records manage-
ment programs. 

The workshops will allow all par-
ticipants to examine what is required 
for a records management program. 
The basic elements and essentials of 
sound records management will be 
addressed and discussed. 

Plus, we will offer breakout ses-
sions that will address the particular 
records management issues and con-
cerns YOUR industry deals with on a 
day to day basis. You will have the 
opportunity to ask questions of lead-
ing records management experts in 
your industry.  

Our Breakout Sessions will include 
records managers from: 
 BioTech – Pharmaceutical 
 Legal – Human Resources 
 Government – Education 
 Financial 

Our Keynote speaker, Helen 
Streck, will discuss the basics of 
sound records management and the 
institutional and strategic importance 
of RIM. Helen has worked in the RIM 

Meeting: Thursday, February 21, 2002, 9:00 to 3:00 
Location:  Doubletree Hotel, Mission Valley, 7450 Hazard Center Dr 

Reservations - Contact Susan Roberts @ (858) 748-1100 x263 
On-line RSVP: http://www.sandiegoarma.org/arma_registration.htm 

Door Prizes: Surprise 

profession and been a member of ARMA for 
15 years. She started as a records supervisor 
at the Cooley, Godward law firm, was a re-
cords manager for the County of San Mateo, 
and worked as a consultant for 6 years. Cur-
rently, Helen is the Manager of the RIM Pro-
gram for Genetech Inc. a bio-pharmaceutical 
company. For ARMA, Helen serves as a Direc-
tor of the association and has spoken at 7 
annual conferences, three regional seminars, 
leadership seminars and numerous local 
chapter events. For questions, you can con-
tact Helen at: 
hstreck@gene.com  
  This workshop is intended for: 
 Beginner records management staff 
 Intermediate records management staff 
 Advanced records management staff 
 Managers / IT Staff 

 
WORKSHOP AGENDA 

 9:00-9:30   Registration & Breakfast 
 9:30-10:00  Vendor Showcase 
 10:00-12:00 Keynote session 
 12:00-1:00  Lunch   
 1:00-3:15  Breakout sessions 
 3:15-3:45  Vendor Showcase  

 
Please register early as seating is limited. Don’t 

miss this unique opportunity to cover all the es-
sentials of Records Management and RIM ele-
ments beyond the essentials in YOUR area of in-
terest. Mark your calendars for February 21 
at 9:00am at the Mission Valley Doubletree.  

 
RSVP to Susan Roberts via phone 858-
748-1100 x263 or e-mail her at 
sroberts@corovan.com 
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Off the Record 
Association of Records 

 Managers  &  Administrators 
San Diego Chapter 

Editor 
  David Taylor  
Public Relations 
  Jennifer Ota  
 

Off the Record is a 
semi-monthly newsletter 
of the San Diego Chapter 
for the Association of 
Records Managers and 
Administrators.  

This newsletter is 
published to inform the 
members of activities of 
t h e  Ch ap t er ,  and 
disseminate news and 
op inions of  Board 
Members, or Chapter 
Members. Opinions are 
those of the author, and 
do not necessarily reflect 
official policy or opinion of 
ARMA, the San Diego 
Chapter of ARMA, or its 
m e m b e r s .  Y o u r 
statements and articles 
are solicited. 

Submit articles to 
P.O. Box 8803733 or 
e m a i l  t o 
dmt@dpc.sannet.gov.  
Articles submitted by 1st 
day of month are 
considered for that 
period’s newsletter. 

 
Advertising Rates 

Ad       —   ISSUES  —
Size           1      3       5 
1 Page    $175 $325 $525 
1/2 Page $125 $225 $325 
1/4 Page $100 $175 $275 
Business Card   
               $75  $125 $225 
Flyer Insert  
               $125 $325 $525 
 
Contact David Taylor at  
(858) 503-7284 for further 
information. 
Package Deal: 1/4 page 
ad in all the year’s Issues 
of Off the Record, one 
vendor table at one of the 
San  D iego  AR MA 
m e e t i n g s ,  a n d  a 
membership in San Diego 
ARMA; all for $625.  

 

 
 
 
 

Sometime in the not too distant 
future… 

Suspect Wanted Poster 
 

We Need Your Help 
 

The accounting firm of Arthur 
Andersen and Enron Corporation 
need your help. Here is an un-
solved document destruction case 
from several years ago. Contact 
the newly created executive posi-
tion of Chief Officer of Records 
and Information Management at 
the number listed at the bottom of 
the poster if you have tips or in-
formation that may assist in the 
investigation. 

  
Details of The Case 
 

From September 2001 through 
January 2002 thousands of docu-
ments were shredded and elec-
tronic files to allegedly subvert 
government investigations into En-
ron's collapse. After years of Con-
gressional hearings, criminal in-
vestigations and lawsuits we have 
come to the conclusion that there 
must have been at least one quali-
fied Records Manager in our em-
ployment at the time. 

Your help is needed in locating 
this suspect even though he/she 
had absolutely no authority. The 

description of the suspect 
and vehicle is as follows:  
 

Suspect 

 
• Male or female, approximately 
35 years old, with medium brown 
hair. 
• Carries a large amount of un-
read study materials for the CRM 
examination.. 

The suspect could have been 
wearing an “Iron Mountain” T-shirt 
with a button up shirt over it, pos-
sibly wearing blue jeans and ten-
nis shoes. 
 
Suspect's Vehicle 

 
The suspect drove a 1990's sta-

tion wagon because we probably 
required them to transport bank-
ers boxes and paid only moderate 
wages. 

  
If You Have More Informa-

tion..... 
 
If you have any further infor-

mation regarding this case please 
contact: Richard Berlin at (619) 
296-3472 x100. 
 
 

 

President’s Message 
by Richard Berlin 

Records Management Case Study  
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Electronic Records Retention 

C omputers, and the information technology revo-
lution they have spawned, are literally trans-
forming the nature of the economy, in this 
country and throughout the world (Mandal 

1994). The computer industry is not quite the world’s largest 
industry (the petroleum and auto-
motive industries are somewhat 
larger), but according to many ob-
servers, it is the world’s most im-
portant industry “because of its 
power to transform the way people 
work” (Sherman 1993). Moreover, 
the overriding importance of the 
computer industry and its trans-
forming impact on the economy 
can be seen in the following statis-
tic: In 1991, for the first time in 
history, U.S. businesses spent more 
money on computers and commu-
nications equipment than on all 
other capital equipment combined 
(Mandal 1994).  

1 If business computing has 
transformed the nature of the 
economy and of work itself, it has certainly transformed the 
nature of business recordkeeping. This transformation is fun-
damental to the very nature of information and its use in the 
conduct of business. We are witnessing epochal changes in 
records media as well as in the quantity and value of business 
records. Each of these changes is having a profound effect on 
both the theory and practice of the discipline of records man-
agement, including records retention.  

2 Electronic recordkeeping systems require functionality 
for the automatic migration of documents and data from 
costly, online media to secondary, less expensive media, based 
on declining usage as they make their life cycle transition to-
ward inactive status. Moreover, these systems require func-
tionality for the automatic deletion of expired electronic re-
cords at the conclusion of their life cycle. Finally, these sys-

tems require functionality for the permanent retention of elec-
tronic records possessing archival value. These functional re-
quirements constitute the essence of electronic records reten-
tion, and records managers who can develop this functionality 
in the electronic recordkeeping systems of the future should 
themselves enjoy a good future.  

3 A successful future for records management also re-
quires a much closer relationship between records managers 
and computer systems specialists in information systems (IS) 
departments than has hitherto occurred. One of the best ways 
of accomplishing a closer relationship is for records managers 
to work with IS personnel to develop and implement strategies 
for purging useless electronic documents and data from com-
puter systems, or for assuring their long-term preservation if 
required.  

4 The following 14 basic principles for scheduling elec-
tronic records for retention and disposition provide a transla-

tion of the traditional principles 
associated with records reten-
tion from visible media to elec-
tronic recordkeeping environ-
ments. These basic principles 
are designed to provide records 
managers with a foundation of 
knowledge and a practical meth-
odology for developing elec-
tronic records retention sched-
ules.  
Principle No. 1: Understand 

the Essence of Electronic 
Records Retention  

1 Electronic records retention 
is the act of retaining com-
puter-based records in digital 
storage media for specified, 
predetermined periods of time 

commensurate with their value, with subsequent disposal or 
permanent preservation as a matter of official organizational 
policy. To expand on this definition, an electronic records 
retention program is that component of an organization’s 
larger records management program that provides policies and 
procedures specifying the length of time that computer-based 
records must be maintained. An organization’s official policy 
for electronic records retention is normally expressed in the 
form of an electronic records retention schedule, with support-
ing procedures to facilitate its implementation. Finally, this 
program provides for the systematic destruction of electronic 
records that no longer serve any useful purpose and the con-
tinued retention of digital documents and data that do possess 
ongoing value. Some of the key points in these definitions are 

(Continued on page 4) 

Editor’s Note: The following is an excerpt from David Stephens’ and Rod Wallace’s Elec-
tronic Records Retention: An Introduction (1997), which is available from ARMA Inter-
national at www.arma.org. 

AT T H E C O R E 
THIS ARTICLE EXAMINES: 

 How electronic records have transformed the 
nature of information management 

 The translation of traditional records retention 
principles or visible media to electronic record-
keeping environments 

 A practical methodology for developing elec-
tronic records retention schedules 
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further developed in the following paragraphs.  
Integrating Electronic Records within an Organiza-
tion’s Retention Program An unknown but significant per-
centage of computer-based records are also retained on 
non-digital media (e.g., paper and microfilm). Determining 
whether and how records residing on various storage media 
are incorporated into an organization’s retention program and 
how “multimedia” retention schedules can be formatted in-
volves three main options:  

 
1. Develop “media specific” retention schedules – separate 

schedules for electronic records as well as for records on 
visible media.  

2. Develop “media independent” retention schedules – 
schedules that list various records series, without refer-

ence to storage media, as the records in a given series 
may, in fact, reside on several media simultaneously or 
during various stages of their life cycle.  

3. Develop “multimedia” retention schedules that contain all 
media, with separate retention periods for the information 
resident on each media.   

Although our main concern here is to establish retention 
policies for the electronic versions of records, one of a records 
manager’s prime goals should be to develop a multimedia 
records retention program, one that provides appropriate re-
tention policies for all recorded information, regardless of stor-
age media. Several of the 14 basic principles are relevant to 
this issue. See particularly “Principle No. 10: Determine the 
Need for Consistent Retention Periods Where Redundant Data 
Exist on Multiple Media.” 
Electronic Records Retention Policies and Procedures 
for Systematic Disposition of Digital Data  

When acts to dispose of electronic records occur in the 
absence of established policies and procedures, they are in-
herently arbitrary in nature. From a legal point of view, actions 
to destroy electronic records are much easier to defend if they 
have occurred under an approved organizational policy. Why? 
Because if the motivation for the disposal ever becomes an 
issue before legal authorities, management can justify acts of 
disposal as having occurred systematically, in the routine 
course of business, rather than at the whim of employees 
(Robek 1995).  

The methodology for retention scheduling of electronic 
records is very similar to that employed for visible records 
media. The records manager must first identity a body of digi-
tal information, however large or small, that needs a separate 
retention period to provide proper instructions to govern its 
disposition. Then, the records manager must decide how long 
to retain the records. Finally, the records manager must ex-
press the retention periods in a manner that makes imple-
menting them practical. This process is the essence of elec-
tronic records retention.  
Principle No. 2: Collect Appropriate Data that Describe 

Existing Computer Applications  
To schedule electronic records for retention, the records 

manager must first collect appropriate data that describe the 
organization’s computer applications and the records they 
contain. The best place to start is by gathering data describing 
the organization’s structured data, which are normally con-
tained in applications residing in mainframe and local area 
network computing environments. These data tend to be 
highly organized and subject to rigid management controls; 
thus descriptive information at the application level can usually 
be obtained from systems specialists in the information sys-
tems (IS) department.  

For all mainframe and client/ server-based electronic re-
cords, the records manager must see the appropriate manag-
ers in the IS department to collect descriptive data concerning 
the applications they manage. The following steps are recom-
mended:  
1. Solicit the cooperation of the IS department. Electronic 

records retention projects cannot be accomplished with-

(Continued from page 3) 

(Continued on page 5) 

Electronic Records Retention  
14 Principles of Electronic 

Records Retention 
1.   Understand the essence of electronic 
records retention. 
2.   Collect appropriate data that describe 
existing computer applications. 
3.   Apply the records series concept to 
electronic records. 
4.   Conduct interviews with applications 
developers and end users. 
5.   Solicit data from applications developers 
by questionnaire. 
6.   Determine retention periods based on 
conceptually sound methodology. 
7.   Construct “total life cycle” retention 
periods. 
8.   Determine the total retention based on 
access requirements. 
9.   Determine whether data migration and 
deletion occur automatically. 
10.  Determine the need for consistent 
retention periods where redundant data exist 
on 
multiple media. 
11.  Be highly selective about appraising 
electronic records as “permanent.” 
12.  Use COM or COLD solutions for lengthy 
retention requirements. 
13.  Retain E-mail under stringent records 
management controls. 
14.  Retain PC-based electronic records based 
on official records status. 
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Electronic Records Retention  

out the cooperation of the IS department. A high level of 
cooperation is essential at every step in the process, from 
identifying the electronic records that must be scheduled, 
developing the retention policies, and finally to imple-
menting the policies by purging the records or preserving 
them, as provided by the retention schedules.  

2. Assemble general descriptions of all applications. Descrip-
tive data must include the business purpose( s) served by 
the applications and the data that comprise them. These 
descriptions should show, in some detail, the content and 
structure of the data contained in each application. IS 
departments generally have this type of information read-
ily available in some form. Usually, creating special de-
scriptions for the applications these departments manage 
will not be necessary.  

3. Gather lists and descriptions of 
system outputs. IS departments 
nearly always maintain listings of 
reports (hard copy and/or micro-
fiche) generated by the applica-
tions they manage. These reports 
can be very helpful in identifying 
and analyzing all applications that 
need to be scheduled. Moreover, 
such listings are essential in en-
suring that an organization’s re-
tention schedules provide com-
plete coverage of visible records 
media.  

4. Obtain lists and descriptions of 
tape generation and data backup 
methodologies. IS departments 
also have this information on 
hand. This information is essential in developing the elec-
tronic retention schedule because tape media contain 
most of the organization’s archival data at the end of its 
life cycle – data that will be subject to purge routines or 
preservation actions as reflected by the retention periods.  

5. Compile lists of end users and applications developers. 
For each application, the records manager should obtain 
the name(s) of the end user having primary responsibility 
for the data for business purposes. This person(s) will 
usually be a manager of some operating department of 
the organization. Further, the records manager must ob-
tain the name of the applications development specialist 
(usually assigned to the IS department) who developed 
the application. As discussed next, the records manager 
will need to conduct interviews with these persons.  

Principle No. 3: Apply the Records Series Concept to 
Electronic Records  

In scheduling electronic records for retention, the records 
manager must identify a body of digital information, however 
large or small, that needs a separate retention period to pro-
vide proper instructions to govern its disposition. This very 
important task requires applying the records series concept to 
electronic records, an essential component in developing good 
electronic retention schedules.  

A separate retention period must be established for each 
electronic records series, just as such periods must be devel-
oped for each records series residing on visible media. An 
electronic records series is defined as a separate, discrete 
body of computer data (text files, data files, or image files) 
that is maintained within a computer system, application, or 
database, which data is logically related, serves a common 
purpose or function, and can thus be considered as a separate 
unit for purposes of developing an electronic records retention 
schedule.  

Depending on the size and structural complexity of the 
data, a single computer application may consist of one, sev-
eral, or many electronic records series, each with separate 
retention periods, to provide proper instructions to govern the 
disposition of the data. For some system applications, a single 
series may cover an entire application such as in cases where 

a single retention period is sufficient to 
provide for the disposition of all the 
application data. For other applica-
tions, several or many series may be 
defined at the sub application level, 
with different retention periods for 
each series. However, electronic re-
cords series are rarely defined below 
the sub application level – at the data 
set level – as these bodies of data are 
generally too small to make establish-
ing a single retention period feasible 
for each of them.  
As used here, data set is defined to 
mean a separate, discrete body of 
computer data that is logically related, 
serves a common purpose or function, 
and thus can be considered as a sepa-

rate unit for analysis. This definition is very similar to the one 
for an electronic records series. However, for our purposes 
here, the salient point is: At what level of the system applica-
tion does a body of computer data exist that needs a separate 
retention period to govern its disposition? Although this deci-
sion is judgmental and should be made by the records man-
ager in consultation with application developers and data own-
ers, the establishment of one or several retention periods for 
the entire application will usually be sufficient.  
Principle No. 4: Conduct Interviews with Applications 

Developers and End Users  
To develop high-quality retention schedules for electronic 

records, the records manager must conduct interviews with 
applications developers and end users. Applications develop-
ment specialists generally possess valuable knowledge for the 
schedule development process because they are most familiar 
with the structure of application data, the various levels of the 
hierarchy of data contained within the structure of the applica-
tion.  

End users (managers or technical specialists from operat-
ing departments) also possess valuable knowledge for devel-
oping electronic retention schedules because they are very 
familiar with the content of the information contained in the 

(Continued from page 4) 

(Continued on page 6) 
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application, its business value, and when this value expires or 
declines to a sufficient degree that disposal can be contem-
plated. When both these areas of expertise are combined 
with the records manager’s retention knowledge, the records 
manager can develop good preliminary retention periods for 
each electronic records series.  

Thus, the objectives of these interviews are to  
• discuss the structure of the data contained in each appli-

cation and define the electronic records series – the 
separate bodies of data that require a separate retention 
period to provide for the retention and disposition of the 
data  

• discuss the business value of the data contained in each 
electronic records series and solicit an opinion as to how 
long it should be retained to meet the operational needs 
of the business  

    In short, the result of these interviews should be prelimi-
nary retention periods for each series, that must be legally 
researched and analyzed further before final retention deci-
sions are made. periods.  
Principle No. 5: Solicit Data from Applications Devel-

opers by Questionnaire  
Although the interview method of gathering data from appli-
cations developers and end users is, nearly always, the best 
methodology for collecting high-quality data to produce good 
electronic retention schedules, conducting interviews may 
not always be feasible. In these cases, the records manager 

may have to rely on the survey approach as the method of 
collecting applications data. The following questions can be 
used to solicit the major items of information by question-
naire.  

• What business process or function is performed by this 
application? Describe this process or function in the con-
text of how the retention value changes during the life 
cycle of the records.  

• Has any provision been made to flag or identify inactive 
records in the application? If yes, describe.  

• Are any inactive records routinely archived or otherwise 
deleted or purged from this application? If yes, describe 
and indicate when this activity occurs.  

• Are records in this application required for tax or other 
legal/audit purposes? If yes, describe.  

• Is this application scheduled for conversion to another 
platform/ system? If yes, describe.  

• What percentage of inactive records would you estimate 
is in this application?  

• Please share any opinions concerning how long you be-
lieve inactive records from this application should be re-
tained and elaborate on the reason(s) justifying these 
opinions. 

The survey method does not preclude conducting personal 
interviews. On the contrary, this type of survey instrument 
can be used as a first step in the data gathering process, with 

subsequent interviews with applications de-
velopers to follow. A survey, however, should 
not be used in the place of personal inter-
views with end users. Conducting personal 
interviews with these individuals to obtain 
their opinions concerning the retention value 
of applications records is critically important 
in formulating good electronic retention peri-
ods. 

Principle No. 6: Determine Retention 
Periods Based on Conceptually Sound 

Methodology 
Although a detailed discussion concerning 
records retention decision making is beyond 
the scope of this article, we nevertheless 
summarize here the main concepts relating to 
this process, as they are so important in de-
veloping good retention periods for electronic 
records (Stephens 1988). The retention value 
of all business information, including elec-
tronic records, should be established based 
on the following three principles.   
• The Records Appraisal Concept. This 
concept holds that the retention value of 
business records must be established based 
on identifying the primary and secondary 
values the records possess, and then making 
judgments as to when, if ever, these values 

(Continued from page 5) 

(Continued on page 7) 

Electronic Records Retention  

• Records of Official Status – If PC-based records consist of 
the only copy of documents of official character relating 
to the company/agency’s business, then they possess status 
as official records and may not be destroyed except in ac-
cordance with the records retention schedule. 

• Records of Nonofficial Status – If PC-based records consist 
solely of electronic documents and data used to produce 
hard copy document maintained in the company/agency’s 
official files, then these electronic versions would not them-
selves possess status as official records and may thus be 
deleted at the discretion of the user. They should be de-
stroyed as soon as they are no longer needed to produce 
updates or revisions to official hard copy documents, and in 
no event should they be retained longer than the retention 
period for the official versions of the record. PC users are 
encouraged to review directory listings of their documents 
weekly and to delete all unneeded documents and data 
from both removable (e.g., floppy disks) and nonremovable 
(e.g., hard disk) media. 

         Records Retention Policy for PC-based Records 

    Figure 2: Sample Retention Policy for PC-based Records 
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expire or decline to the point where disposal of the infor-
mation can be contemplated. Primary values are those 
reflecting the basic business purpose(s) served by the 
records, the reason they were created. Secondary values 
reflect other uses to which the information may be put 
during the course of their life cycle, uses that may justify 
continuing retention after the expiration of primary values. 
Administrative or operational values are usually identified 
as primary values. Research or historical values are gener-
ally designated as secondary values. Legal value can be 
either a primary or a secondary value, depending on the 
purpose and function of a record. A records series can 
(and usually does) possess several of these values simul-
taneously, and they may change during a record’s life 
cycle.  

• The Cost/Risk/Benefit Concept. This concept holds that 
the retention value of business records must be estab-
lished based on the costs, risks, or benefits of retaining 
the records or disposing of them after varying periods of 
time. This concept goes further than the records appraisal 
concept, in that it attempts to consider the costs and risks 
inherent in retaining or disposing of information, not just 
the benefits of its usage over time. In establishing the 
retention value of any records series, the records manager 
should consider the cost to retain it versus the cost sav-
ings resulting from its disposal. Moreover, the records 
manager should establish whether any actual or potential 
risks are associated with either retention or disposal of the 
record and, if so, the degree of those risks. Finally, re-
cords managers should identify the benefits of retention 
or disposal and compare them to costs and risks to arrive 
at a good business decision regarding records retention.  

• The Retention Options Concept. This concept holds that 
the retention value of business records can best be estab-
lished in identifying options or alternative retention peri-
ods, and then making a decision as to the best option. 
Typically, the retention decision maker first identifies re-
tention options at the two extremes – the shortest feasible 
retention period and the longest plausible retention pe-
riod. At the short extreme, the retention period is so short 
that its adoption may be uncomfortable for the organiza-
tion; at the long extreme, the retention period is clearly 
excessive and will result in the retention of useless infor-
mation. The best retention periods will often fall some-

where between the two extremes.  
Records managers should employ any or all three concep-

tual approaches when making decisions concerning how long 
the organization should retain its electronic records. These 
approaches are designed to bring as much rational thinking as 
possible to the often-vexing question as to how long business 
records should be retained.  

For further conceptual guidance relative to the retention 
decision-making process, consider the following four rules.  
1. Avoid the “every conceivable contingency syndrome.” No 

records retention program should be designed to accom-
modate every conceivable need for information at any 
future time, no matter how remote the probability of the 
need might be. Records managers must avoid this kind of 
thinking in formulating any retention periods, electronic or 
otherwise.  

2. Adopt conservative retention policies where warranted. 
Information should be retained if a reasonable probability 
exists that it will be needed at some future time to sup-
port a legitimate business or legal requirement and if the 
consequences of its absence would be substantial. Where 
warranted, records retention policies should be conserva-
tive in the sense that they do not expose the organization 
to an inordinate degree of risk.  

3. Use shorter retention periods in a litigation-intensive envi-
ronment. Many attorneys believe that old records rarely 
contain information helpful to the legal defense of an or-
ganization. On the contrary, such records can often be 
misinterpreted and can embarrass an organization or re-
sult in more serious legal difficulties. Thus, most attorneys 
believe that the best way to minimize the legal risks asso-
ciated with records retention is to provide for their sys-
tematic disposal immediately upon expiration of their busi-
ness value and any legal requirements mandating their 
retention. Unless litigation or a government investigation 
has commenced or is foreseeable, destroying records is 
proper (assuming that all statutory requirements have 
been satisfied), and it is usually in the organization’s best 
interest to do so.  

4. Develop a consensus among responsible parties. Reten-
tion periods are likely to be in the organization’s best in-
terest if they are based on a consensus of opinions by 
professionals most knowledgeable about the value of the 
information and the costs, risks, and benefits of its preser-
vation or disposal after various periods of time. Responsi-
ble parties typically include the department managers 
having official custody of the records, the organization’s 
legal counsel, its tax manager and/or its internal auditor, 
its records manager, and finally its archivist. 

 Principle No. 7: Construct “Total Life Cycle” Retention 
Periods 

• To achieve total life cycle control over electronic re-
cords, retention periods for electronic records must be 
constructed to consist of the following components. 

• Online retention period. An online retention period 
reflects the length of time the data should remain on 

(Continued from page 6) 

(Continued on page 8) 

Electronic Records Retention  
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primary storage devices, usually magnetic disks. This 
retention will usually be relatively short, a matter of 
days, weeks, or months – seldom longer than a year 
or so.  

• Near line retention period. A near line retention period 
reflects the length of time the data needs to remain 
onsite but offline, in secondary storage devices, usu-
ally optical media. This retention may also be short, a 
matter of months or a year or so. However, in some 
applications, retention will be much longer.  

• Offline retention period. An offline retention period reflects 
the length of time the data needs to remain offline (and 
generally offsite), usually on magnetic tapes. Although 
many organizations without formal electronic records re-
tention programs often retain these electronic records for 
indefinite periods of time, records managers should apply 
specific retention periods to them whenever possible.  

• Total retention period. A total retention period reflects the 
length of time the data should remain in com-
puter-processable form, after which it should be purged 
entirely from any and all storage devices supporting the 
system.  

Principle No. 8: Determine the Total Retention Based 
on Access Requirements  

As simple as it sounds, the total retention period for an 
electronic records series depends on how long the data needs 
to remain in computer processable format! If electronic re-
cords no longer need to remain in a manipulatable state (that 
is, the users no longer require computer access to the data), 
usually no justification exists for retaining them in a digital, 
computer-processable format. Thus, the total retention period 
for electronic records would be determined by this require-
ment.  
Legal/regulatory or other business needs may justify further 
retention beyond the time the electronic version of the records 
must be retained; however, these needs can usually be satis-
fied by transferring or migrating the data onto an alternative 
medium for ongoing retention.  
Principle No. 9: Determine Whether Data Migration and 

Deletion Occur Automatically  
Having constructed the retention periods for electronic 

records at the several stages of the data life cycle, the records 
manager must determine the manner in which they will be 
implemented. Here, we refer to whether the migration of data 
from primary to other storage devices occurs automatically as 
controlled by the system software, or whether any human 
intervention is required to effectuate this migration. Further, 
and even more important, the records manager must deter-
mine whether the purging and deletion of data from all storage 
media, as authorized by the total retention periods, occur 
automatically or whether human intervention is required to 
effectuate these data destruction actions. The following factors 
are relevant to these determinations.  
•  If hierarchical storage management (HSM) software has 

been installed in the computing environment, the migra-

tion of data from primary to other media can or may occur 
automatically, without human intervention, as this func-
tionality usually exists in this class of software.  

• If HSM software has not been installed to manage the 
data migration process, human intervention will be re-
quired.  

• In either case, the retention period for each electronic 
records series should be designed to reflect the times 
and/or conditions under which the data migration occurs. 
• In all cases, deciding whether data deletion 
(expungement from the system at the conclusion of the 
total retention period) should occur with or without hu-
man intervention is essential. These determinations 
should be expressed in writing, either in the electronic 
records retention schedule itself, or in supporting proce-
dures.  

Many organizations make determinations as to whether 
human intervention is required in the data deletion process 
based on whether the applications are vital or mission critical. 
For nonvital data, the risks associated with effecting the purge 
process may be considered to be so low as to not require hu-
man intervention. On the other hand, for the organization’s 
most vital computer data, such intervention may be considered 
to be a prudent procedure.  

Principle No. 10: Determine the Need for Consistent 
Retention Periods Where Redundant Data Exist on Mul-

tiple Media  
One of the most controversial and hotly debated issues 

relating to electronic records retention is whether, in cases in 
which redundant computer data exist on alternate media (e.g., 
hard copy printouts, or computer output microfilm), the reten-
tion period for the electronic versions of the records should be 
longer, shorter, or consistent for all media. Arguments for each 
of these three points of view are as follows:  
•  Retention periods for redundant data should be consis-

tent for all media. The main argument supporting this 
perspective is that, from a legal point of view, an organi-
zation’s retention 
policies are easier 
to defend when 
they are as uni-
form and consis-
tent as possible. 
Whether informa-
tion resides on 
paper, microfilm, 
or electronic me-
dia is unimpor-
tant. If the same 
appraisal criteria 
is uniformly ap-
plied, each type 
of record will be 
retained for the 
same length of 

(Continued from page 7) 

(Continued on page 12) 

Electronic Records Retention  
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In this current volatile business 
environment:  

ARMA is here to be an important part of 
your personal development strategy.  ARMA  
plans include continual analysis of business 
and technology trends that have an impact 
on RIM issues.  When you are “armed” with 
this information, you can bring value to your 
company by ensuring its consideration when 
executives are defining their strategies and 
priorities. 

ARMA continues to broaden the variety of 
educational tools and events to help RIM pro-
fessionals improve their skills – for newcom-
ers to their field as well as seasoned profes-
sionals.  There are educational events as well 
as online learning programs.  Resource mate-
rials available to ARMA members are plentiful 
– including books, professional journals and 

other web-site offering. 
As an ARMA member – you can find 

out the latest developments in your field as 
well as on the legislative and regulatory 
fronts. 
     THRU ARMA, you will be able to polish 
and develop skills – and you may be able to 
gain experience you may not be able to get 
from your employer. 
     AMRA  =  access to resources, participa-
tion in professional activities, and networking. 
 
Call Susan – with questions – comments – 
about MEMBERSHIP – 858-748-1100  
X263. 
 

 

 

 

Membership Corner by Susan Roberts 

A Contest 
BRING A GUEST TO THE 

LUNCHEON 
Come to the Luncheon—1st time this 

year! 
Bring a book for the Literacy Program 
Contribute an article for the newsletter 

(More ways to win will be an-
nounced) 

 
You will receive a Blue ARMA Card 
Collect these ARMA Cards till the 

end of the year! 
For the person who has the most 

Cards collected,  
our ARMA Reward will be… 

(Drum roll!) 
A $50 Gift Certificate to any West-

field Shopping Center! 

Why ARMA?? 

2001-2002 Meeting Programs 
                 April 18th, 2002, TBD 
              June 13th, 2002, Year-end 



 Off the Record                                                     February 2002                                                                          11 

D on’t you find it interesting 
that records management 
is more and more often in 
the news these days?  See-

ing paper falling from the sky on September 11, the Arthur 
Anderson/Enron and Disney troubles after records were 
destroyed bring our profession into the public eye. 
  How do we as RIM professionals, and vendors/consultants 
who support them, learn how to do our jobs better?  
Through education of course.  As always, our San Diego 
ARMA chapter is a good source for learning “how to.” 
  I also want to make you aware of another resource; our 
powerful neighbor in Laguna Niguel CA, The National Ar-
chives and Records Administration (NARA) – Pacific Region.  
The are conducting training sessions for federal employees, 
but anyone can attend.  The schedule for February – April 
follows.  Please contact Cathy Westfeld at (949) 360-
2642 or cathy.westfeldt@nara.gov for more information. 
 

 BASIC RECORDS OPERATIONS 
Phoenix, AZ, March 20-21, 2002 
Las Vegas, NV, April 2-3, 2002 

This two-day workshop is designed to introduce employ-
ees concerned with files maintenance to the principles of 
designing, establishing, and maintaining files. All aspects of 
a records disposition program will be addressed, including 
the definition of a record, conducting a files inventory, files 
arrangement schemes, creating a file plan, using a records 
control schedule, and how to transfer records to a records 
center.  COST $250 
 

RECORDS DISPOSITION  
San Bernardino, CA, February 13, 2002 

A one-day workshop for those who want training in de-
veloping and updating a Federal agency records inventory, 
file plan, and how to use a records control schedule. COST 
$125 
 

RISK MANAGEMENT AND BENEFIT ANALYSIS FOR 
RECORDS MANAGERS  

Laguna Niguel  , CA, February  26-27, 2002 
This 2-day workshop is designed to heighten the aware-

ness of risk situations, such as inadequate documentation 
for defending a legal suit against the agency that may exist 
within an agency’s recordkeeping program.  It provides 
records managers with tools to help address current and 
future program needs. COST $250 

 
E-MAIL AS A RECORD  

LAGUNA NIGUEL, CA, MARCH 5, 2002 
This seminar will review the basic technology of Elec-

tronic Mail, its advantages and weakness.  It will focus on 
developing a legally enforceable program, with written poli-
cies and procedures that define both the organizations’ and 
the employees’ rights and obligations. COST $125 

MANAGING ELECTRONIC RECORDS 
LAS VEGAS, NV, APRIL 2, 2002 

This one-day workshop covers the life cycle of electronic 
records systems. Describing aspects of maintenance, 

management, and scheduling. It will cover major issues and 
problems faced by Federal agencies and include a discussion 
of e-mail.  COST $125 
 

DIGITAL IMAGING 
LAS VEGAS,  NV, APRIL 3, 2002 

 A one-day workshop designed to give Federal agency 
staff a complete overview of the legal, regulatory and cost 
requirements associated with the design and implementation 
of a digital imaging solution for Federal records. Attendees 
will become acquainted with the full range of imaging issues 
they will face when dealing with management, staff and 
vendors. The workshop will feature a hands-on exercise in 
cost/benefit analysis for digital imaging solutions.  COST 
$125 
 

INFORMATION TECHNOLOGY 
Las Vegas, NV, April 4, 2002 

This one-day workshop is designed to inform IT profes-
sionals on the management of electronic records and sys-
tems. The participant will learn about legal concerns, record-
keeping standards, Electronic Document Systems, imaging 
and related matters.  COST $125 

DISASTER PREPAREDNESS AND RESPONSE FOR RE-
CORDS MANAGERS 

Las Vegas, NV, April 17-18, 2002 

This two-day workshop focuses on the role of the records 
manager in the event of a records-related disaster.  The 
workshop covers disaster planning, mitigation, response, and 
recovery.  COST $250. 

Space is limited, call today to reserve a space. All ses-
sions go from 8:30 AM to 4:00 PM. 

Method of payment for Federal employees: (1) Standard 
Form 182, Purchase Order or other training authorization, or 
(2) Government Credit Card.  All others: (1) Credit Card, or 
(2) Cash. 

For further information or to pre-register (required), con-
tact:  Deborah Wayne at (949) 360-2622, fax (949) 360-
2624 or e-mail deborah.wayne@nara.gov 

Education Corner   
by Benay Berl 

Distant Learning! 
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time.  
• Retention periods for electronic media will/should usu-

ally be longer than for other media. The main argument 
supporting this view is that electronic media provide a 
much greater degree of accessibility for the user than 
either paper or microfilm. Thus, the data need to be 
retained on this medium for as long as user needs dic-
tate. Paper, the least efficient medium, should be dis-
posed of as quickly as possible.  

• Retention periods for electronic records will/should usu-
ally be shorter than for other media. The main argu-
ment here is that, by its very nature, computer-based 
information is valuable because it is highly dynamic; it is 
processed and manipulated in “real time” each day in 
the conduct of current business operations. This charac-
teristic usually has a relatively short life span, usually 
shorter than paper or microfilm, which are frozen in 
time and format on more durable media that is more 
appropriate for longer-term retention needs.  

 
Although each of these arguments has some merit, we 

believe the best answer is determined by  
1.  defining the organization’s requirements to retain a 

certain type of information  
2. determining the access requirements for that informa-

tion and how they may change during the information 
life cycle  

3. choosing which medium can best meet these require-
ments during any and all phases of the life cycle. As 
discussed next, the retention medium may need to 
change during the information life cycle, particularly if 
the retention requirements are lengthy.  

Principle No. 11: Be Highly Selective About Apprais-
ing Electronic Records as “Permanent”  

The permanent retention of electronic records is one of 

the most important principles associated with electronic re-
cords retention. This issue concerns the archival status of 
electronic records – the capability and appropriateness of 
digital media for the permanent retention of electronic re-
cords of enduring value.  

Should permanent retention periods be applied to elec-
tronic records? If so, under what circumstances should such 
a decision be made? The first thing to understand is that 
computer media used to retain electronic records and the 
hardware and software required to read them do not pos-
sess qualities of longevity equivalent to paper and microfilm. 
If an organization must retain information contained in com-
puter records for many years, usually paper or microfilm is 
more practical for long-term archival needs.  

Although computer tapes, disks, and other electronic 
storage media are constantly being improved with respect to 
their ability to maintain the stability and integrity of their 
data for long periods of time, these media cannot be read 
without the proper hardware and software. Because of the 
rapid obsolescence of computer hardware and software 
(service lives of less than five years are common), retaining 
electronic records for long periods of time is usually impracti-
cal, even though doing so may be desirable. However, the 
archival value of some electronic records is wholly or par-
tially dependent on the ability to manipulate the records 
electronically.  

We are not suggesting that records managers should 
never designate electronic records for permanent retention; 
rather, they should understand just what such a decision 
entails and assess the organization’s capability to support 
this decision over many years. In most computing environ-
ments, following the principle of being highly selective about 
designating electronic records for permanent retention will 
be the proper course of action.  

Principle No. 12: Use COM or COLD Solutions for 
Lengthy Retention Requirements  

For computer records having permanent or long-term 
retention requirements, records 
managers should seek to em-
ploy retention media that pro-
vide properties of stability and 
durability and that are 
cost-effective and practical to 
support. In many instances, 
computer output microfilm 
(COM) or computer output to 
laser disk (COLD) systems can 
best satisfy these criteria. 
These retention solutions 
should be employed at a point 
in the life cycle of the records 
at which they no longer need 
to remain in a computer proc-
essable format but still require 
continued retention. The fol-
lowing guidelines are useful for 
employing these solutions.  

(Continued from page 8) 

(Continued on page 13) 

Electronic Records Retention  
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Use COLD Solutions for Medium-length Data Retention  
COLD systems are often used as an archival retention 

solution for computer-based data. Two principal applications 
of this technology are relevant to electronic records retention.  

COLD as a DASD Replacement  
At a point in their life cycle when the data are ready to be 

migrated from primary storage, they can be downloaded onto 
optical media used in a COLD system for near line or offline 
storage. In many computing environments, an organization 
can realize significant cost savings from using COLD to re-
place more expensive direct access storage device (DASD) 
storage.  

COLD as a COM Replacement  
The use of COM as a data retention medium is discussed 

next. Here we note that COLD systems frequently provide an 
excellent replacement for COM-generated microfiche. Instead 
of printing the computer reports on COM, they can be printed 
on COLD. These applications are usually very popular be-
cause, among other benefits, the archival data can be 
searched and accessed much more easily on a digital medium 
such as COLD, as compared to microfilm, a photographic me-
dium.  

Although the optical platters used in COLD applications 
have good to excellent stability characteristics, this solution is 
nevertheless vulnerable to technology obsolescence, just as is 
any configuration of computer hardware and software. Thus, 
COLD systems should be regarded as providing a me-
dium-term solution for an organization’s data retention needs. 
These systems should be able to provide reliable retention for 
time periods ranging from five to 10 years.  

Use COM Solutions for Long-term Data Retention  
COM has been used as an archival storage solution for 

long term retention of computer data since the 1960s, and it 
remains a very viable solution for this purpose today. If it has 
been properly produced and is stored under the proper envi-
ronmental conditions, COM-generated microfilm can offer 
excellent archival properties for the long-term or permanent 

preservation of elec-
tronic records. The 
COM solution should 
thus be seriously con-
sidered for data re-
tention requirements 
exceeding 10 years.  

Principle No. 13: 
Retain E-mail Un-
der Stringent Re-

cords Management 
Controls  

During the past few years, electronic mail (e-mail) has 
supplanted hard copy letters and memos as the dominant 
form of intra-organizational communication. It also either has 
or soon will be the dominant form of inter-organizational 
communications because of the explosion of the Internet and 
its ability to serve as an e-mail carrier. Indeed, literally billions 
of e-mail messages fly through local- and wide-area networks 
and the Internet every business day.  

Particularly when it is packaged as a part of groupware or 
other forms of electronic communications in sophisticated 
network environments, e-mail is many times more efficient 
than the paper letters and memos that preceded it. However, 
e-mail is not without its risks, and these risks compel that this 
communications medium be subjected to the most stringent 
records management controls. E-mail is, in fact, probably the 
most legally risky form of business communication for two 
main reasons: (1) E-mail users assume, incorrectly, that their 
electronic messages are private in the same sense as tele-
phone communications and thus are not subject to disclosure. 
(2) Moreover, the nature of e-mail encourages informal, 
“chatty” modes of expression. These two factors can make 
e-mail, for all its benefits, a high-risk tool for the many busi-
nesses that use it (Jacobson 1995, Cliff 1995, Middle, 1993, 
Stahl 1994, Woo, 1993).  

Because of these risks, e-mail needs to be managed under 
a very stringent records management policy. A records man-

agement policy for e-mail, shown in Figure 1, is rec-
ommended for consideration.  
The important retention aspects of this e-mail policy 
is that e-mail should be retained under a retention 
period that is as short as possible. A short retention 
policy is based on theE-mail Records Management 
Policy Figure 1: Sample E-mail Policy principle that 
e-mail is a tool to facilitate daily communications 
between employees for current business, not as an 
archival storehouse for non-current communications. 
Although the majority of e-mail messages are, in 
fact, of short-term, transitory value, employees are 
increasingly creating e-mail documents of long term 
business value. Such messages should be managed 
as indicated in the policy in Figure 1.  

Principle No. 14: Retain PC-based Electronic 
Records Based on Official Records Status  

PC-based records present special records retention 
challenges because PC users often consider these 

(Continued from page 12) 

(Continued on page 15) 

Electronic Records Retention  
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Next San Diego ARMA 
Board Meeting 

Where: Iron Mountain,  
Date:  February 14, 2002 
Time: 9:00 — 10:30 pm 

B eing a Navy brat, Patsy Bell was 
born in Japan and has lived all 
across the United States.  Her par-
ents retired in Slidell, Louisiana dur-

ing her high school years.  Patsy has fond 
memories of New Orleans and the vicinity.  
She met her future husband there and to-
gether they moved to San Diego.  He is pres-
ently with the SDPD after serving 10 years in 
the Navy.  She has been married for 23 ½ 
years and is the proud mother of two boys.  

She enjoys co-recreation softball and had 
played with her husband for 15 years, and 
with her oldest son for a while.  Unfortu-
nately, she took one in the face and has de-
cided to try indoor soccer instead.   The ball 
is a little softer! 

Patsy has worked at the City of Santee for 
15 years.  She has performed many different 
job functions; Account Clerk in Finance, Sec-
retary in Recreation and Public Works, Ad-
ministrative Secretary in Community Services, 
and finally to her current position as Records 
Management Technician in the City Clerk’s 
Office.   

When Patsy came into records manage-
ment in 1999, the first thing she did was to 
sign up for Benay Berl’s Records Management 
class at Mesa College.  She attends college at 
Grossmont with goals of transferring to SDSU 
majoring in Political Science.  She is taking a 
hiatus from the local education to work on 
her “Records and Information Management 
Specialist Certificate Program” from an Inter-
net RMS certification program with Chippewa 
Valley Technical College, WI. 

She credits her good fortune in the indus-
try to education and ARMA.  Patsy has up-
dated and revised the City of Santee’s central 
filing system and created the first reten-
tion/destruction schedule.  The City was able 
to destroy over 1000 boxes the first time!  
She is in the process of setting up a docu-
ment imagining program that will encompass 

Citywide records. 
Patsy’s advice, “Get hooked up with ARMA 

and take as many classes as you can.  Start 
with Mesa for education - Benay’s class of 
course! Go to meetings and network.  Take 
the time to read Off the Record and other 
magazines.” 

With her bubbly personality Patsy contem-
plates her answer when the question of 
words of wisdom is posed.  Suddenly, a smile 
emerges and she confidently states, “Find 
the humor!” 

 

Spotlight: Patsy Bell 

Patsy in her ‘domain’ -  
the City Clerk’s Office, City of Santee 
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RSI is a national leader in environ-
mental services  
 
RSI provides the most secure docu-
ment destruction available  
 

The absolute assurance that your material has been destroyed, and in a timely manner 

The absolute assurance that you will not find your information in your competitors office 

The absolute assurance that even though the material has been shred, it will be recycled 

The absolute assurance that private and confidential material will remain private and confidential! 

 
Waste analysis and program design providing waste reduction and 
compliance with California Law (Assembly Bills 939, 75 and 2246). 
 

RSI CONSULTING SERVICES 

protecting you and the environment 
 
22524 Ventura Blvd.,  Suite 23, Woodland Hills, CA 91364  (818) 865-0620 

types of electronic records as personal working files, to be 
used and disposed of at their discretion. This perception holds 
a considerable degree of truth; many PC-based records can 
be characterized as having nonofficial status. Thus, records 
managers should endeavor to manage the retention of these 
records based on their official or nonofficial status. The rec-
ommended method of establishing retention periods for main-
frame-based electronic records is to collect inventory data at 
the application level, then define the electronic records series 
contained within each application, and finally establish the 
retention periods for each series. However, for PC-based re-
cords, following this methodology is usually not practical. In 
most large PC-computing environments, conducting a com-
prehensive inventory at the application/records series levels is 
unrealistic because the majority of PC-based records consist 
of word processing documents, spreadsheet documents, and 
similar records, most of which are rather haphazardly organ-
ized by directory or subdirectory on hard disks or network 
servers. These unstructured records do not lend themselves 
to analysis and retention schedule development by applica-
tion/records series. Thus, adopting a different approach to 
managing the retention of these records, one based on their 
status as official or nonofficial records, is necessary. A policy 
for PC-based records is shown in Figure 2. Conclusion As the 
records management discipline continues to make its transi-
tion from visible media to electronic media management, 

electronic records retention programs must occupy center 
stage. Indeed, electronic records retention programs for IS 
departments and for enterprises as a whole must be a top 
priority of the records management community during the 
next 10 or more years. These 14 principles of electronic re-
cords retention provide an excellent starting point.  

 
REFERENCES Cliff, Russell Kay. “Risky Business and Private 
E-Mail.” Byte. (May 1995): 43. Jacobson, David C., Michael 
Lowenbaum, and John C. Koski, “Peril of the E-Mail Trail: 
Implementation of an Electronic Information Retention Plan 
Can Prevent a Disastrous Disclosure.” National Law Journal. 
(16 January 1995). Mandal, Michael J. “The Digital Jugger-
naut: The Information Revolution.” BusinessWeek. (special 
issue, 1994): 22-23. Middle, Martha. “A Discovery: There 
May be Gold in E-Mail.” National Law Journal. (20 Septem-
ber 1993): 1ff. Robek, Mary F., Gerald F. Brown, and David 
O. Stephens, Information and Records Management, 4th ed. 
New York: Glencoe/McGraw-Hill, 1995: 47. Sherman, Strat-
ford. “The New Computer Revolution.” Fortune. (14 June 
1993): 58. Stahl, Stephanie. “Dangerous E-Mail.” 
Informationweek. (12 September 1994): 12-14. Stephens, 
David O. “Making Records Retention Decisions: Practical 
and Theoretical Considerations.” Records Management 
Quarterly. (January 1988): 3-7. Woo, Junda. “E-Mail Ar-
chives Provide Windfall for Lawyers Seeking Evidence.” The 
Wall Street Journal. (4 January 1993). C-based Records 
Figure 2: Sample Retention Policy for PC-based Records   
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