CERTIFIED
Partner




Understanding the need for information protection and the use of
redaction technology types and best practices.

Neal Fischer
Principal and Founder Hershey Technologies

RSHEY

FEAZFIIANOL OHEST




About Neal Fischer

* Founded Hershey Technologies in 1991
= Business Process Automation Products and
services for...
» Reduce Expenses
= Improve Productivity
» Automate Inefficient Processes
= Qver 15 years of industry experience

= Developed Highly trained & certified
technical staff
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Redaction ...Defined redaction

authorship
composition

= re-dac-tion (ri-dak'shen) _
n. _ e
= The act or process of editing or o
revising a piece of writing; et
. . . redaction
preparation for publication.
= An edited work; a new acceptable %
edition or revision catng
Example : Redacted testimony suitable for ]

@ editing, redaction

pUbIIC release. putting something (as a literary work or

a legislative bill) into acceptable form
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Use of Redaction Technology ..the collision course
The Right to Know vs. Right to Privacy

» eGovt = Delivery of electronic information 7x24 ...
often including public records that contain sensitive
information

* The Public Call for Government Transparency and
or Commercial Fair Practices vs. Responsibily to
Protecting Sensitive Information through redacting
or simply limiting access.
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Balancing Act...Need to Know vs.
Right to Know.....

» Keeping Confidential Information — | EEEG—_—_E
= Public Access vs. Privacy Rights
= Key Business Drivers & Government Mandates

= Compliance, Transparency

* |ndustry Guidance Mandates via HIPPA, FOIA,
Education, Government....

= PCI| ACT (Payment Card Information $$%) I '
JAR

34}E CALIFORNIA OFFICE OF PRIVACY PROTECTION -




What Information is Protected ? REDACTION CITATIONS

The red letters and numbers refer to specific exemptions of the Freedom of Information Act
{Title 5 U.5.C § 552) that protect the redacted (blacked out) information,

{b} {1} denotes a redaction to protect information that is properly and currently classified in the
EX emp t | ons to F O | A interest of national defense, as specifically authorized under the criteria established by
Executive Order and implemented by regulations, such as DOD 5200.1-R [Referance (G]).
Information is withheld because it contains information concerning military operations and
wulnerabilities or capabilities of plans and release of this information would impede the defense
of national security.

 National Defense

(b] 12 {High) denotes a redaction Lo protect personnel, operating procedures, and national
security. Information is withheld because release of this information would clearly or could be

¢ CO m p rom I Ses Pe rsonn el & expected to impede the conduct of the mission, allow dreumvention of previously unknown
O p eratin g Procedures tactics, and place personnel at increased risk for injury or death,

. Lo (k) (3) specifically 10 USC 8130k denotes a redaction to protect personnel, Informathon is
« Attorn ey CI lent Privi I eg e withheld because release of this information would clearly constitute or could be expected to

constitute placing personnel in overseas, sensitive, or routinely deplovable units and their

° Personal Ident|f|ab|e |nf0rmati0n family members at increased risk for injury, harm, or death,

(b} {5) denoles a redaction to protect attorney work product or attorney client privilege,
Infarmation is withheld because release of this information would constitute or could be
eepected to be a violation of attorney client privilege and 2 failure to protect attomey work
product.

(b} {&) denotes a redaction to protect personal privacy. Mames and ldentities of personnel as
well as other personal identifiying infarmation are withheld bacause release of this information
would clearly constitute or could be expected to constitute zn unwarranted Invasion of the
personal privacy of the individuals,
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Examples of Redaction ..National Defense Policy
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Examples of Redaction .... Privacy Protection (PlIl)

s Privacy information redaction sample.pdf - Redact-it Desktop

File Edit Wiew Options Help

E?_Dpen E]E | b@\u"erif}l @Finali_ze & | @ EE; - w

*‘ | Frivacy information reda zample, pdf

OCIGER0 . John Luke Williams, JrillD.O B: 1/1/54]

SSN: [HNEEEEEE or Social Security #: IEEERNENEE
Phone: IFECINESOEN  Fax: [(EOENEEFEEEEN

SUEIN ohnluke@noplace 1.comidgiohnluke@noplace.ip.col

This report is about B EERRINEIERE. 't appears the BIEEEIIERE. phone no:
CEEETERER, has an email address of: [ERENEEEREEERRAe0m as well.

EMIEIENRIR was the first to notice that the old phone number listing of: [EEES}
EEEREIER] no longer worked. So he emailed [REINGINsSE iR With a =

request.

To his surprise,

Privacy Infarmation

time JEIHE call
initials - we not on t Caolor [~ Reason |FDIA v
CEENEFENEER] immedi
S5M [Social Security Mumbers)
Name: Phone numbers i
Email addresses
Cell phone: 1+ [7] Diste of bitth
[¥] Name
-Im Johin Luke “illiams Jr
To also redact address| . |_ | : | I : |
_ Prefix  First name Middle name Lazt name S uffix
number, credit card n
in addition to the privac
“Find and Redact To Li [Retest | [ concel | [ _rop |
o ¥ | PRSI TIPrRpY e PR ) e ey | N P

W 2 4 | Pagezofz w| b |
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Examples of Redaction ...Public Testimony

REDACTED
PREPARED SUPPLEMENTAL TESTIMONY OF

BEFOEE THE PUBLIC UTILITIES COMMISSION
OF THE 5TATE OF CALIFORNIA

Table 1 Projected in-service schedule for New PPAs

(MW- nameplate 2007 2008 20039 2010 2011 2012 | Total
capacity)

Renewable Rezources PRAs 2 2 T a7 206
Paaker PRAs for COWR

Replacemant Resource

Requiraments 430 150 200 330
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Fastest growing crime ..ldentity Theft

S6)E CALIFORNIA OFFICE OF PRIVACY PROTECTION

Legislation protecting personal data and consumer
rights to privacy, emphasizing the importance of
achieving a balance between business
Information benefits and consumer rights.

data protection - credit information ¢ developing countries
emerging economies ¢ legislation « personal data -

privacy ° cyber threats * regulation ¢ security  standards

» credit reporting service
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Why best practices and selection of the proper
redaction methods matter

Balancing process with efficiency

= Develop best practice to ensure content protection
regardless of format ( Paper, Electronic)

» Properly identify content at risk and completely
remove affected content

* Protect integrity of original document

« Streamlined & cost-effective redaction process

* Reduces mistakes

« Easy to comply with electronic filing rules




Examples of Redaction ... Poor execution of business practice

WASHINGTON, Dec. 8, 2009

Unredacted TSA Manual Leaked Online
An embarrassing security breach concerning the
TSA's manual for screening air travelers

*129 Comments
By Bob Orr

(CBS News) It was a security breach and a big
embarrassment for the Transportation Security
Administration. A secret manual that tells airport
screeners around the country how to do their
jobs somehow wound up on line for all the world
to see.

Like this Story? Share On Facebook

Play CBS Video TSA Security Breach

RSHEY

FEAZFIIANOL OHEST



Types of Redaction Technology Offerings & Use Cases

Review Business Requirements |

* Information Type, \

* Volume /
Desktop ol

* Risk Tolerance Interactive >

* Resources

¢ Unredacted ‘
KTOP " Documents /
on | | Hiled
Under Seal |
° B u d g et “\\ Redact-It /
( For Capture System )
S e Case or

Paper c
ontent
Document Redacted RHBLIC
Management pos WEBSITES
as Secure CSF,
PDF or TIFF

« eDiscovery/Case Mgmt

* Public Records

PDF or TIFF
THIRD
PARTIES

* Ildentity Protection

Redacted and Unredacted Versions
- Redacted
Documents
as Secure (SF,

RedactIil

* FOIA ﬁ ENTERPRISE
for Bulk or

Electronic ‘ riven Re
. HIPPA Documents_’ > , Server
' Bulk Processing

« PCI
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Redaction Use Cases:

#1 Protecting privacy with paper documents & forms

Apply
redaction as
-+ part of an
imaging
workflow

TIFF Images

oy ——"

R
Fadio b AR Samaa i &
B | i 1 &

Maihod of Pagment:
O Check of Monsy Omter Enciogsd [ Purchune Ondar

Peass @ 0 Vaa O MasterCard [ Amarican Espress

——p OCR’ed Image

(unredacted)

- Redacted Image

e Scan & Process for OCR
content

» Redact text patterns from
OCR locations or structured
ZONnes

» Support for remote “ad-hoc”
visual review

» Uploads redacted and non-
redacted original records files
to content , case or records

management system
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Use Cases # 2
Support for Ad-Hoc Redaction — Key words & text strings

File Edit View Measure Options Help
Pod= hlosk ~jevaaali|® Open Any
% of attachments . . DOCU ment
" Application for Employment File
“ -
vees of the Commonwealth and applicants for employment As a means of accommodation to persons with specific disabilities V| ew
B & afforded equal opportunity in all aspects of employment that prevent them from completing this application, confidential
t regard to race, color, religion, political affiliation, national assistance in filling out this application may be obtained b at
g £ g Y ¥
£ disability, marital status, gender or age. calling the agency to which you are applying. Redact
»
$
g .
. sition applied for IT Specialist 2. Agency  Dept. of Revenue Pu bIISh
{one per application)
|:| s e (Note: Completion of numher three iv optional. Failure to submit social
cial Seennitv Np, _ security mumber an this form will not prohibit emplovment consideration.
E 3 @ E‘.I‘ Socigl security mmiber may be required on other forme prior fo employmeni ) P
o Redact by Phvase L Smith 6. HomcPhone (§02) SSSAZ
Last First Middle
= Hdress 4835 E. Cactus _
Redaction Performed by SME
Eloy AZ 85024
City State Fip
DUCATION
Check highest grade completed 12 03 T4 08 06 07 T8 19 100
If you did not complete high school, do you have a high school equivalency diploma?
Cheek number of years of post high school education 1 02 03 04 0§ 06 O
edact based oOn a script of text strings / patterns
ame and Location of Institution Hrs Degree M macros
Received . .
Ubivasity o NG Clasiot s | none + Marked with exemption reason
W o e =] ] | | | - Finalize redactions review and publish to PDF, TIFF or

secure CSF




Use Case # 3
High Volume - Rules Based Redaction

acy information redaction sample.pdf - Redact-It Desktop Mo N itor
Vet || SiFinalize | = | @ FIIeS
i nple. pdf ‘— ;
Iy n Open
& Name: EINCTNNVERTIEGENNG. ENON-REVAIET]
= SSN: [NESEESEER] or Social Security #: I NERERER Document
= Phone: ENPESINERNE]  Fox: [EREESIPRPRRE] R
SpENR ohnluke@noplace 1.coridgiohnluke@noplace jp.cg ‘F”e
' This report is about B NERRINETIERE. It appears the BIEEEIERE. phone no:
& FEEREEEIERER], has an email address of: [EiNEEESPERRae0 as well. V|eW
o HIEIEENN was the first to notice that the old phone number listing of: [[E[SENR et
EEREEER] no longer worked. So he emailed ITETOREREREERE ith a Redact
request. . $
To his surprise, e i i — Review
time BEHI call
initials - we not on t Color [ Reaszon |FDI.~’-\ v ;F_ I_
IENERNEEREEN] i medi Inalize
S5M [Social Security Mumbers)

Name: Phare rumbers
Date of birth: 1/1/54 4 Emil adchessed
Cell phone: 1+ @ Date of bith

Mame

To also redact address| =
number, credit card n

in addition to the privac|
“Find and Redact To Li

* Redact to a script of text strings / patterns / macros
* Marked with exemption reason
ORI SR PRI X P * Redaction authoring saved as XML “RedactUps” — recall later

. ] -
and change required

* Add Bates numbers , Identify SS #, Credit Cards #, ID #
* Finalize redactions and publish to PDF, TIFF or secure CSF




Technology Demonstration

Automated Redaction & Image
Annotation Services

In Action




Best Practices

= Keep in the mind the following when taking on
projects that require redaction:

= Understand the use cases, volumes, schedules,
resources and specific features of the tools you will
need.

= Consequences and Risks of accidental information
disclosure.
* |s all the information removed ?

» |s there additional hidden text, abbreviations metadata,
etc.



Best Practice and Common Sense Matter

= CALIFORNIA CRIMINAL EVIDENCE: AND
REDACTION

= A common privacy protection solution is often to
redact the statement to delete your client's name
and insert a pronoun. Often, this isn't enough.

* The California Supreme Court, noting that where, as
here, the reference to "the other" led to the obvious
inference that it was the defendant, the redaction
doesn't cure the error.




Best Practics — continued

* Understand the software tool sets and labor
dependencies.
» Redaction typically creates two (2) files ..

= Example: Acrobat does not rename the document
for you, so exercise care.

= Redactions must be applied individually, to each
document.

= Examine the feature set...

» Search and Redact features will only find text in
searchable documents

» What about pattern matching. e.g. number strings,
fault tolerance etc. (Fischer, Fisher ) ? RSHEY ]
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Best Practices (cont)

= Carefully review all documents prior to submission in
discovery. Setup a redaction workflow team , a two-
person review team will catch many more errors than
a single person.

= Know your local court rules and judges orders
regarding redaction.

» Commercial clients ...ask the company assigned legal
council or clerk of the court for clarification if you need
more information.

[
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= Questions & Answers
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